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How Do Your Passwords Rate?





How would you answer the following questions?  





Do you use the same password for years?


Do you use words found in the dictionary as passwords?


Do you use the same password for more than one computer account?





If you answered yes to any of these questions, you should be concerned with your online safety.  According to the February 18th 2009 Internet Scambusters Newsletter #323, at least 20% of computer users still use “easy-to-crack” single word passwords.





Here are a few facts that illustrate the chance that your passwords could be compromised and your personal information infiltrated: 





If you use a word in the English language as a password, even if you double it spell it backwards or add some numbers at the end, a powerful computer using “Brute Force” (software used by hackers) can discover it in a few hours.





If you use a non-word password with only five jumbled characters, all lower case, it only takes 11.9 seconds to crack it. Even if you use a mixture of all characters, upper and lower case, numbers, punctuation etc, it takes only 2.15 hours!


 (Continued on page two)
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The U.S. Census Bureau will begin “address canvassing” in the month of April.  In order to accurately count the U.S. population the Census Bureau sends workers out with computers a year in advance to document physical changes to the neighborhoods.  These workers will be in plain clothes, and will carry an identification card issued by the U. S. Department of Commerce.  There should be no need for any of these workers to make entry into your home.





Government employees are issued an identification card from their agency that states the department they work for, and the employee’s name.  The quality of identification cards varies from department to department, but all employees should have some type of identification.  Not all will have the employee’s photo on the identification card.  





There are very few occasions in which a city employee or a public utility employee would need to make entry into your residence.  You should question the need to come into your home and look for signs that they are legitimate.  Are they driving an agency vehicle, and do they have the proper uniform and credentials?  When in doubt, call the agency in question before allowing entry into your home.





Commander Johnny Cervantes	


(480) 312-2567


� HYPERLINK "mailto:jcervantes@scottsdaleaz.gov" ��jcervantes@scottsdaleaz.gov�








From The Desk Of


Commander Johnny


Cervantes








Helpful Websites





The following two websites offer some assistance in creating “hard to crack” passwords:


�HYPERLINK http://www.scambusters.org/computerpasswords.html ��http://www.scambusters.org/computerpasswords.html�


�HYPERLINK http://www.scambusters.org/cancerfraud.html ��http://www.scambusters.org/cancerfraud.html�





The following website can check the strength of your passwords:


�HYPERLINK http://www.microsoft.com/protect/yourself/password/checker.mspx ��http://www.microsoft.com/protect/yourself/password/checker.mspx�





For additional information about Internet Fraud please visit:


�HYPERLINK http://www.scambusters.org ��http://www.scambusters.org�
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Finally, hacking programs are freely available on the Internet. Installed on someone's PC, either directly or over the Internet, criminals can unscramble almost all passwords used in email and instant messaging programs, those stored in Internet browsers or otherwise disguised by asterisks.





In addition, the security questions you answer as back-up for forgotten passwords are even easier to crack due to the fact that they often use single, easy to guess or discover, words.  For obvious reasons this makes the use of these questions less safe than the worst kind of passwords!  Some possible solutions:





Invent and use obscure answers. Sites don't check if you were really born in "Mbowku#" or your mother's maiden name was "cZakindA." Some may not allow symbols or spaces but some do. 





Some sites are starting to allow you to make up your own questions so be sure to choose a question that no one else is likely to be able to answer -- like the full name of your first date, the name and location of your favorite vacation hotel, or the last word and page number in a book you own.





No password is 100% safe and “uncrackable”, even if it is encrypted.  However, tough strings of characters and encryption provided by software will usually be a deterrent to hackers.





According to “Intenet Scambusters”, a good password consists of 14 or more random characters, upper and lower case and including numbers and symbols. You can check it online using this password strength checker.  (Noted on this page at the top of the right column)  





They note that to be even safer, even when using that website you may want to check a similar password with the same number of characters and same type of characters, but not the exact password.





For more information on crime prevention or additional opportunities to get involved in YOUR community contact Crime Prevention Officer Craig Abernethy at 480-312-2594 or � HYPERLINK "mailto:cabernethy@scottsdaleaz.gov" ��cabernethy@scottsdaleaz.gov�, or District 2 Police Aide Randy Short at 480-312-2074 or � HYPERLINK "mailto:rshort@scottsdaleaz.gov" ��rshort@scottsdaleaz.gov�.








 














Upcoming Events:


Arizona Crime Prevention Association Shred –A-Thon





What:  Shredding of Confidential Documents





Where:  Priemier Document Shredding, Owned and Operated by retired police officers and veterans, 2250 W. Broadway Rd.  #104, Mesa (just east of the 101).





When:  Satuday, April 11th, 2009 from 8am-12 noon


Free event.  All that is asked is that you bring your “pocket change” as a donation.  Mid-First Bank will be on-site with a coin machine and all donations will be matched with proceeds benefiting the ACPA.


Up to five boxes of paper can be destroyed – paperclips, staples and floders are OK.





Contact: Gilbert Police Department 480-635-7522











Public Safety Community Contact Numbers and E-mail Links





SPD Drug Enforcement Hotline - Suspected illegal activity, 480-312-TIPS (Hot lines are not monitored)


SPD Traffic Enforcement Hotline - chronic traffic problems, 480-312-CARS


Speed Awareness Program – speeding concerns on  residential streets (25 MPH), 480-312-7787


Code Enforcement 480-312-2546


Child Safety Seat Installation 480-312-BABY


CPR/First Aid Classes 480-312-1817


Scottsdale Police Non-Emergency 480-312-5000 


Scottsdale Fire Department  480-312-8000 � HYPERLINK "http://www.scottsdalefd.com" ��� 


Emergency (Police/Fire/Ambulance) 9-1-1
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